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Abstract: To ensure the safety and security of VMWare vCenter instances, this research paper aims to enhance the 

security by building upon the work known as the "Secure by Design Private Cloud Infrastructure." To enhance the 

security presented by the paper, this study dives deeper into securing vCenter a critical component within the 

VMWare private cloud ecosystem by leveraging API gateway technology. The aim is to intercept, analyse, and 

manipulate Application Program Interface commands (API) to filter malicious attacks on vCenter. This will provide 

a seamless way to secure vCenter, the main orchestrator of the private VMWare cloud, to mitigate the risk of an 

attacker ultimately break and disrupt critical applications hosted within the private cloud. 
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I.   INTRODUCTION 

In recent years, the landscape of enterprise IT infrastructure has undergone a key transformation as organizations transition 

from traditional hardware-centric data centers to Software Defined Data Centres (SDDCs) powered by private and public 

cloud technologies. This paradigm shift brings various benefits, ranging from enhanced cost efficiency and flexibility to 

seamless business continuity (IBM, 2019). These changes greatly elevated the criticality of management systems such as 

VMware vCenter, which orchestrates and manages virtualized environments within the cloud ecosystem while being a main 

integration point for many solutions. This made these central management systems a main target for malicious actors to the 

point where enterprises must strive to protect them. 

The prior paper, "Secure by Design Private Cloud Infrastructure," aimed to dissect the resiliency of the private cloud 

infrastructure to threat actors. Major design weaknesses were apparent after performing a detailed assessment and analysis. 

Therefore, these findings required design improvements to secure the private cloud which ultimately protect the data within. 

Building upon these design improvements, this paper aims to provide further enhance security to the central cloud 

management which adds to the security of the solution as a whole. Specifically, this paper investigates the use of an 

Application Programming Interface (API) gateway to intercept, inspect, and potentially manipulate commands sent to cloud 

central management (vCenter). This unique approach aims not only to mitigate potential threats but also to gain visibility 

and control over intercepted commands that affect the central management and, thus, the private cloud as a whole. 

II.   MOTIVATION 

Due to the criticality of the cloud central management, which can operate and access all data and services on the cloud, a 

rigorous security approach is expected from any enterprise that deems IT services critical to its operations. Many mitigations 

and security considerations already exist, including the ones discussed in the previous paper, yet this unique way will 
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provide an extra layer of protection to safeguard the environment specifically for the central management. This methodology 

also provides further insights and statistics into commands received by the central management, which can allow advanced 

malicious detection methodology in addition to a way to analyse and optimize the performance of the central management. 

III.   METHODOLOGY 

The idea is to place an intermediate machine running an algorithm that can intercept, inspect, and manipulate commands 

sent to the vCenter. To explore this method, a Burp proxy was placed before a test vCenter to intercept traffic:  

 

Figure 1: Architecture 

 

Figure 2: Burp interception 

Based on the observed traffic, it is possible to perform a content rewrite before passing the commands on to vCenter. This 

will help to filter unsafe vCenter operations from any user, even legitimate ones, thus mitigating the threat of malicious 

actors. For instance, all commands done by the local admin user (administrator@vsphere.local) can be filtered to force 

cloud administrators to use their own users instead of the general one for auditing purposes. Another use case for this is to 

block datastore browse operations cloud, leading to data leakage if abused: 

 

Figure 3: Burp manipulation 

Such a system can be managed by a specialized security team with its specialized updatable signature database. This allows 

different authority entities to secure vCenter, thus further enhancing the security of the private cloud.  
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IV.   DESIGN PROS AND CONS 

This solution would imply some strengths and drawbacks as follows: 

Strengths  

• Provide further analysis on what commands vCenter is facing, allowing even machine learning for optimization. 

Furthermore, analysis can be used to optimize the performance of the vCenter itself by filtering out redundant or unneeded 

commands. 

• An extra layer of defense capable of filtering out pre-configured scenarios to stop malicious actors. 

• It can be used to enforce security compliance in many instances for example filtering the use of the local administrator. 

• Provide role-based authority to allow security entities further control over the commands sent to vCenter. 

• Simple design with a requirement of a single gateway to filter requests. 

• Transparent to the vCenter and users. 

Drawbacks 

• Due to the nature of intercepting traffic, performance could be impacted if the gateway could not keep up with the 

commands sent. 

• Maintaining the gateway adds extra responsibility to maintain the compatibility and configurations of the solution, thus 

requiring expert workforce. 

• This could cause significant confusion and add to the complexity of diagnosing issues. 

• Vendor support may consider such setup as unsupported. 

• Administrators may resist such setup as it limits their ability to operate and diagnose vCenter. 

• If the gateway itself is compromised, then all commands and authority tokens would be exposed to an attacker. 

V.   CONCLUSION 

The outcome of this experimental research has proven that an API gateway proxy can mitigate the risk of malicious actors 

targeting vCenter. Furthermore, it can help enforce security compliance and aid in performance tuning of the central 

management. This proposal can also be applicable to another critical control planes given the proper configurations. 

Drawbacks of this solution are expected, with performance being the top drawback that requires further analysis. Another 

major drawback would be the administration overhead, such as maintaining the system and configurations, especially with 

software upgrades/updates impacting the API calls.     
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